
Why Are We Here Today?

There has been a noticeable increase in the number of 
online  attacks targeted at JCU employees and students. 

Objectives:
1. Discuss Basic Terminology

2. Provide guidance/advice regarding the use of reasonable 
security practices in the inter-connected world.

3. Communicate five take away items that you need to keep in 
mind.



 PII – any data that could potentially identify a 
specific individual

 name

 SSN

 passport number

 driver’s license number

 credit card number

 address

 date/place of birth

 mother’s maiden name

 medical, educational, financial, or employment information



 Protects the privacy of student Education Records and sets 
requirements for release to 3rd parties.

 Education Records include any record directly related to a 
student and maintained by JCU or a JCU employee
 transcripts
 grades
 classwork
 papers
 recommendations
 housing information
 conduct records
 schedules
 e-mail content
 health information
 contact / family information

 Office of Legal Affairs or the Registrar can assist



 Proper Use
 Minimum Necessary basis

 only available to authorized individuals

 handled by 3rd parties as defined in a Business Associate 
Agreement, or as required by law

 transmission & storage methods should be periodically reviewed 
with ITS & Legal Affairs 

 be especially cognizant of:

 overheard conversations

 faxes

 copies / scans

 printouts

 email



 Internet Browsing
 http:// NOT Secure!

 Data transmitted over the internet IS NOT encrypted. Use   
carefully!

 https:// 

 Certificates required for validation.  
 Use of https:// is a MUST when any financial, personal, or 

private information is being transmitted online.
 Information being transmitted IS encrypted from end point 

computer, tablet, phone to website computer on the other end. 

 Secure Wireless – eduroam
 Ensures over-the-air encryption. Use network credentials. 

Allows “roaming” to participating institutions 



 Social Engineering - Social engineering is the art of manipulating 
/tricking people into breaking normal security procedures in order to 
have them divulge confidential information. 

 Phishing - Using email, an instant message or text to masquerade as a 
trustworthy source (bank, company, government institution, school etc.) 
in an attempt to trick a user into surrendering sensitive information. 

 Hacking - A hacker is someone who breaks into someone else's computer 
system, often on a network; bypasses passwords or licenses in computer 
programs; or in other ways intentionally breaches computer security.

 http://money.cnn.com/2017/09/11/pf/equifaxmyths/index.html

 Malware - Programs / apps that do bad things to your computer, phone, 
tablet etc.

 Spam - unsolicited, undesired, or illegal email messages.

http://money.cnn.com/2017/09/11/pf/equifaxmyths/index.html


 Fake Calls From: 

 Apple  - Microsoft - Government Agencies IRS
 They want to “Help” you: ($$$)

 Pay an overdue bill, taxes,  fines,  lapsed memberships

 Fix your computer, update its illegal operating system…….

 JCU Examples: 

 “I received a phone call at home claiming to be from Microsoft’s 
corporate headquarters about trouble with my computer.”

 Meritech p-card toner replacement

 Phony Password Reset Requests

 The JCU Helpdesk requires last 4 SSN + Birthdate



Hello,
This letter confirms a 3.84% increase on your monthly pay effective January 2015 
paycheck.
Follow the link below to authenticate your credentials and read your 
pay increase letter.

CLICK HERE to access the documents

Sincerely,
Human Resources
John Carroll University

http://zaczytajsie.pl/jcu.edu/UserLogin.htm












 “Now, you can sign in to 
dropbox with your email” –
apparently any provider will do







www.opendns.com/phishing-quiz

- or - if you really want to step up your game:

www.pbs.org/wgbh/nova/labs/lab/cyber





 123456
 password
 12345
 12345678
 qwerty
 123456789
 1234
 baseball
 dragon
 football
 1234567
 Monkey

 letmein
 abc123
 111111
 mustang
 access
 shadow
 master
 michael
 superman
 696969
 123123
 batman
 trustno1

https://en.wikipedia.org/wiki/List_of_the_most_common_passwords

https://en.wikipedia.org/wiki/List_of_the_most_common_passwords


 Use a strong password!  Change periodically.

 Use unique passwords for each of your important accounts like email 
and online banking – if a criminal gains access to one, all of them 
could be compromised.  

 Use a long password. The longer your password is, the harder it is to 
guess.

 Use a password with a mix of letters, numbers, and symbols.

 Use multi factor authentication wherever it is available.

 Try using a phrase that only you know. For example:  $3forthepiratehat

 Password Checker Demo:  https://sites.jcu.edu/webapps/password/

 https://www.passworddragon.com/password-vs-passphrase

https://sites.jcu.edu/webapps/password/




 17750 Accounts

 350 were found to be, or believed to be 
compromised by JCU ITS or Google between 
October 16, 2014 and October 18, 2016

 How many people have enabled multi factor 
authentication?

231



1. .ccc

 If you’re not 100% sure, DON’T CLICK! If it doesn’t ‘feel’ 
right, it’s because it probably isn’t.

2. Practice Password Diligence 

3. JCU Will NOT ask your for your personal information!  
BTW, we now have unlimited Google storage for Gmail, 
Google Apps,  and other files you want to store using 
Google.

4. Once you’ve fallen prey – you will almost always be 
targeted again.

5. Important stuff is sent via USPS Registered Mail.


